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Project Overview

Capture The Flag Challenge

Our Challenges:
Entry-Level Capture the Flag Challenge

Use Unified Diagnostic Service 
(UDS) commands to find the flag

"Brute Force" Password Identifier
Attempt every password 
combination to identify the answer

ECU Manipulation:
Interact at data layer instead of 
physical layer

What is RAMN?
The Resistant Automotive Miniature Network 
(RAMN):

Is a cost-effective and portable solution to 
teaching cybersecurity on modern vehicles
Utilizes four open-source STM32 
microcontrollers
Simulates the function of Electronic Control 
Units (ECUs) in the automotive industry

Consists Of:
Main board (center)
LCD Screen Pod (top 
left)
Chassis Pod (bottom 
left)
Powertrain Pod 
(bottom right)
Body Pod (top right)

Figure 1. RAMN system

Brute Force Scripting

ECU Manipulation

System Architecture

Figure 2. RAMN System architecture

Drive Secure: Teaching Automotive 
Cybersecurity with RAMN

Brooks O'Hanlan, Colton Smith, Jonas von Stein, William Min
Customer: Dr. Zeb Bowden at VTTI Mentor: Dr. Joe Adams

Why?
As cars become more advanced, they face the 
same cybersecurity risks as computers. Our 
challenges use RAMN to help participants 
uncover vulnerabilities, develop defenses, and 
advance the future of secure automotive 
systems.

Figure 5. Commands sent to RAMN board via CAN-UTILS after all 
set-up steps are complete. Set-up steps can be found in our 
documentation.

Figure 6. Response messages from RAMN to send commands 
in Figure X.

Figure 7. CAN frame changed by using cansend command 
in Figure X, HEX 0F FF is 100% right steering.

Figure 8. Visual output of cansend command to turn 
steering 100% right, observed by the white square on 
the steering value in CARLA.

Figure 3. Brute Force Challenge

Figure 4. CTF Challenge

RAMN/Challenge Documentation
A website for the RAMN already exists, but it 
was more useful for experienced users.

Our documentation:
Step-by-step instructions
Resources (hyperlinks)
Debugging instructions
Entry-level Oriented

Conclusion
Our solution provides VTTI with three beginner 
level cybersecurity challenges and 
documentation to better help students 
understand automotive cybersecurity. This 
serves as foundation for future cybersecurity 
challenges.

Future Plans
Increase cybersecurity challenge difficulty
Design new expansion pods i.e. wireless 
connectivity
Host a competition with our challenges
Teach automotive cybersecurity in classes
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 Automated Coin Grader
Sponsor  Dr. Creed Jones    Mentor  Dr. Daniel Connors

Team  Luke Graham, John Anthony Kadian, Rafay Hai, Devyn Hopkins, Eric Morley

Problem Statement

Coin grading today is expensive, 
subjective, and time-consuming, 
leaving many collectors unsure 

whether their coins are worth 
professional evaluation. 

Our goal is to make grading intuitive 
and accessible by developing a 

product-oriented, end-to-end system 
building upon prior models.

The system will deliver fast, reliable 
Sheldon Scale grades, giving users 

professional-level insight without the 
traditional costs or delays.

Image Preprocessing 
Refactoring: crops and rescales to 
1000x1000
Gaussian Blur: removes small-scale noise
Bilateral Filter: smooths similar pixels 
without losing edges
Hough Circles: isolates coin boundaries
Anomaly Detection: reports extraneous 
user images

System Architecture Pipeline 

GUI & Detailed Report

System Features

Extracts coin automatically from raw 
image
Identifies the type of coin  (from 
supported coins)
Produces a Sheldon Scale grade for 
the coin
Output a confidence score for each 
grade
Provides detailed report highlighting 
key elements that went into grading
User-Friendly GUI for uploading coin 
images / getting grade

Results/Conclusion

Coin Grader Accuracy (80% Req, ±3 Sheldon 
points):

o 82.23% within 3 Sheldon points
o 45.92% within 1 Sheldon point
o Mean Absolute Error: 1.74 Sheldon Points
o Validated against ~1500 Pre-graded MSD and 

LWC coins
Coin Type Identifier Accuracy (90% Req):  

o Correctly identified 241/250 (~96.4%) 
using random assorted sample of LWC and 
MSD obverse / reverse images

o 4.91 sec average grading model runtime
Developed a central algorithm that identifies 
and grades 2 distinct coin types under 5 seconds
Designed and created a phone application for 
ease of use by everyday users

Next Steps

Add more supported coin types
Create new quality of life features
o "Similarly Graded" coins feature
o Cost estimation feature

Machine Learning Model
Coin Identification and Rotation

Accuracy of Coin Grading Models  To determine how accurate the models were, we plotted the 
percent error of coins from our test database on a scatterplot. Then we graphed the line of best 

fit to use as the predicted accuracy score. On the left is the plot for the Morgan Silver Dollar 
model, and the right is for the Lincoln Wheat Cent.

System Architecture Pipeline

GUI & Detailed Report

Coin Identification and Rotation

System Features

Results/Conclusion

Next Steps

Next Steps

Our team would like to extend our gratitude to:
Mentor: Dr. Daniel Connors

SME & Customer: Dr. Creed Jones
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Blue Sentinel

Results

Improved Fuzzy Logic threat classification model
o 4.8% False positive rate for attack 

classifications
o ~85% classification accuracy
Improved awareness and reduced fatigue features
o sUAS whitelisting capabilities
o Off-screen directional warning indicators
o Altitude cue ring
o Configure defense location and no-fly zone
o Operational risk profile tool

o Latency
o Old System: 1034.04 ms
o Our System: 2830.35 ms

Proposed Solution

Fuzzy logic system for threat assessment and analysis
TDA pulls data from a central data server which keeps track of sensor data from multiple sources
o For the scope of this project, these are radar tracks
Blue Sentinel TDA GUI pulls data from fuzzy logic system and displays output to user
TDA provides data analysis tools for the end user

Conclusion

Blue Sentinel TDA successfully identifies and 
classifies sUAS activity in a defense context
Our testing indicates reliable intent classification 
and warning to the operator
Current design provides a foundation for future 
expansion within capability and accuracy

Next Steps

Continue Fuzzy Logic training to improve accuracy 
and decrease false positive rate
Offload Fuzzy Logic computation to GPU for more 
efficient training
Integrate additional sensor modalities for enhanced 
classification and situational awareness
Optimize model for improved speed and latency

Background

Small Unmanned Aircraft Systems (sUAS) are surging 
in prevalence, proving to be inexpensive yet effective 
reconnaissance, disruption, and precision attack 
vectors boasting high destructive capabilities in 
comparison to their low signature. The Blue Sentinel 
Tactical Decision Aid (TDA) mitigates this threat by 
detecting, identifying, and classifying sUAS activity, 
providing operators with rapid intent classification 
and enhanced situational awareness.

Objectives

Refactor user interface in Python
Increase ease of installation and portability
Improve accuracy of threat assessment
Implement tools to minimize operator fatigue and 
cognitive load
Fuzzy Logic false positive rate of 5% or lower
End-to-end response time of 50 ms or less
GUI update frequency of at least 30 FPS
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support throughout this project:
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Team: Ahmed Tawfig, Rett M, Lucas Polanco, Scalzo Samuel, Eric Yung
SME & Sponsor: Dr. Peter Rochford
Mentor: Dr. Joe Adams 

Blue Sentinel TDA High level design showing flow of data from sensors to User

Our Improvements

Improved user interface for better threat awareness
Plug-in Module modularized for separation of data interpretation and fuzzy logic
Wang-Mendel method for initial fuzzy parameters
Genetic Algorithm for model fine-tuning

Improvement over time of model from genetic training of the fuzzy logic module









Real-Time Fraud Detection
Sponsor Chris Watson and Owen Sullivan

Mentor: Professor Kelley Andrews
SME: Professor Dr. Nagender Aneja

Team: Steven An, Maria Williams, and Devon Wise

Sponsor: Intellectus (FEMA contractor 
for disaster assistance)

Problem: High volume of fraudulent 
claims, especially during crises like 
COVID-19.

Goal: Use AI to detect and prevent fraud 
in real-time.

Background

Develop an AI-based Fraud 
Detection System
Produce technical 
documentation for 
implementation
Deliver a proof-of-concept 
demonstrating integration

Key Objectives

The developed system demonstrates a viable 
framework for detecting fraudulent IDs using 
ML and AI. A detailed technical document guides 
users in replicating and integrating this approach 
into Intellectus fraud detection workflow.

Conclusion

Incorporate authentic document 
datasets from Intellectus
Evaluate advance DL models
Extend detection to other document 
types (invoices, receipts) 

Future Work

We would like to take a moment to sincerely 
thank the following individuals. Your guidance, 
support, and encouragement have been 
instrumental in helping us reach this point. We 

Mentor: Prof. Kelley Andrews
Customer: Chris Watson, and Owen 
Sullivan
SME: Prof. Dr. Nagender Aneja

Thank you all for your invaluable contributions 
to our project

Acknowledgement

Data Limitations: Fraudulent documents are 
hard to obtain
Technical Constraints: pHash labeling is 
limited to 16-bit resolution
Model Trade-off: Generalized vs Specialized 

Challenges
High Level System Diagram

Receiver Operating Characteristic Curve (ROC)





Bore

Key Objectives Conclusion
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Future Work

Design Overview 

System Overview

Results

Dynamic Steerable Polymer Embedded Antenna Array (DS-PEAA)
Team Members: Tanner Casto, Jeffrey Aryeetey, Guadalupe Santiago, Jenna Wilsher

Customer Sponsor: Michael McMinn
Subject Matter Expert: Ames Evans

Mentor: Shelley Stover

Provide a proof of concept for an antenna array 
capable of 360° steering in the azimuthal direction
Provide a lightweight and durable alternative to 
mechanically steered systems
Determine antenna substrate and embedding 
polymer dielectric constraints that will minimize 
reflection radiation and maximize power 
transmission
Simulate and test individual subsystem 
functionality

Ames Evans and Chris McMinn for encouraging all 
our thought processes and providing valued solution 
insight.
Shelley Stover for introducing us to industry-level 
product expectations and professional resource 
planning.

Implement adaptive signal tracking to determine 
location oof stationary receivers without user input
Expand from single subarray prototype to full five-
subarray configuration to achieve complete 
angular coverage
Integrate software currently running on a laptop 
onto a portable microcontroller platform

User inputs steering angle to transmit into GNU 
Radio Software
GNU Radio handles signal preprocessing using 
SDRs, converts steering angle into signal phase 
delay and selects subarray best suited for angle
SDRs output phase delayed signals into
amplifiers for propagation strength
Amplified signal is transmitted from uniform-
linear subarray encapsulated in protective 
polymer

Polymer characteristics 
selected using quarter-
wave conditions and 
dielectric compatibility 
simulation

Anechoic Chamber Testing
Array With Power Divider

Full System Block Diagram Boresight Gain
No gain enhancement observed with polymer.
Measured and simulated patterns (cycled & uncycled) 
show equal normalized boresight gain at 0 dB.

Sidelobe & Null Behavior
Uncycled array: SLL consistent with/without 
polymer
Polymer reduces null depth near ±30°.
After thermal cycling: measured SLL improves to 

& reduced phase error.
Beam Steering Stability

Minor ~5° beam shift in measured traces.
Likely due to phase mismatch in power divider 
outputs, not material effects.









SELF-CONTAINED MULTI-PLATFORM RADAR SYSTEM
Sponsor: MITRE Corporation, Mentor: Dr. Adams

Team F25-08: Aemiliana Cruz, Amr Eldessouky, Jennine Faruque, Anouar Rafai, Alex Stoffelmayr

CONCLUSIONS

ACKNOWLEDGEMENTS

FUTURE WORK

INTRODUCTION

APPROACH

HIGH-LEVEL SYSTEM DIAGRAM

SELF-CONTAINED RADAR SYSTEM

TESTING RESULTS

Our aim is to determine the feasibility of creating 
a multi-platform radar system by assessing the 
size, weight, and power constraints.
We developed a self-contained and platform 
agnostic system capable of producing a high-
quality radar image without external support.
A major implication of this system is its 
integration onto a small Unmanned Aircraft 
System (sUAS), and our efforts are to understand 
the practicality of doing so.

The power module supplies 
12 V to the radar and 5 V to 
the Raspberry Pi and 
Network Switch.
The Raspberry Pi sends 
commands over the 
network switch to the radar.
The radar data is received 
and visualized on a laptop 
running the GUI.

"Commercially Available Off-the-Shelf" 
(COTS) marine radars can be run using very 
simple consumer components to meet 
lightweight SWAP requirements
These systems maintain good image quality 
despite modification.
Power draw requirements are low enough that 
relatively small batteries can provide long 
operation times.

Subsystems
o Power provides appropriate voltage to each 

component.
o SIMRAD Halo 20+ marine radar with 

shell removed.
o Raspberry Pi 5 interfaces with the radar sending 

command bytes via an ethernet connection
The Raspberry Pi sends control messages to the 
radar, turning it on, changing operation mode, 
or viewing range using ROS running on a docker 
container.
Both the Raspberry Pi and an external computer 
running the GUI can receive image data returned by 
the radar and display it.

Develop software or algorithms to run locally 
on the Raspberry Pi. Image analysis 
algorithms or machine learning could enable 
autonomous systems to act on radar readings.
Introduce a wireless connection between 
radar module and GUI computer to enhance 
usability.
More in depth testing of the radar's abilities in 
adverse conditions.
Weather proofing

Thank you to our mentor, Dr. Joe Adams for his 
advice and support throughout this project. Also, 
thank you to our customers at MITRE: Will Flathers, 
Steve Lash, Grant Showalter, and Dasith
Gunawardhana for their guidance and feedback. 
And shoutout to Jake Keller, our subject matter 
expert at MITRE, for helping us through the initial 
setup of this project as well as many technical 
challenges.

Unmodified Radar Image 
(7.5 Kilometers)

Final System Image (7.5 
Kilometers)

High-level system architectural design

Radar Submodule

Power Submodule

Raspberry Pi Submodule

Results from system 
testing from the Roof 
of Whittemore hall 
(26-meter elevation) 
shows no image 
degradation 
compared to initial 
testing of the 
unmodified 
radar. received and 
visualized on a laptop 
running the GUI.









The 2003 Northeast Blackout left 55 million people without power and caused $6 10 billion in losses.

Virtual Phasor Measurement Units
Team Members: Stephanie Rodas Arias, Michael Naval, Rahul Palani, Sara Mosley

Mentor: Dr. Daniel Connors | Customer: Anastasios Karles

Subject Matter Expert: Dr. Virgilio Centeno

We would like to express our sincere gratitude to 
our Subject Matter Expert, Dr. Virgilio Centeno, our 
customer, Tassos Karles, and our mentor, Dr. Daniel 
Connors, for their invaluable guidance and support 

throughout the course of this project.

Integrate real-time data streaming to Phasor Data 
Concentrators (PDCs).
Implement Kalman filtering and advanced algorithms 

for improved noise rejection.
Develop AI-driven analytics for real-time anomaly 

detection and grid monitoring.
Enhance system interoperability with SCADA, DMS, 

and other control platforms. 

In conclusion, the Virtual PMU accurately replicates 
physical PMU functionality, extracting synchronized 
phasors from COMTRADE waveform data.
Testing with Dominion Energy, we achieved <1% 
magnitude/phase error.
This modular software offers a scalable, low-cost 
platform for training, research, and event analysis.

Motivation

Objective

Solution

Conclusion

Acknowledgments

Next Steps

Results

The 2003 Northeast Blackout left 55 million 
people without power and caused $6 10 billion in 
losses, exposing the need for faster, 
synchronized grid monitoring.
Utilities adopted Phasor Measurement Units 
(PMUs) for real-time visibility, but physical PMUs 
are costly and hard to scale for testing.
This project develops a Virtual PMU, a modular, 
software-based alternative that replicates real 
PMU functionality.

Support 
Analysis Team by developing a Virtual Phasor 
Measurement Unit (PMU) that replicates physical 
PMU functionality through software.
It enables engineers to:

Simulate grid events
Expand testing and research

without hardware
Reuse modular components

for flexible, scalable 
development across projects.

Data Processing: Reads COMTRADE 
analog and digital channels, filters 
noise and estimates the nominal 
frequency ( ) using zero-crossing 
detection. 

Time Synchronization & 
Output: Timestamps data with 
GPS/NTP for precise alignment 
and formats results for PDC-
compatible analysis.

Phasor Computation:
Calculates magnitude and 

phase via a non-recursive DFT 
and determines the RMS value 

for signal strength.

High Level Diagram

Hardware Software

Analog Inputs : Voltage and Current Measurement
Signal Processing Hardware : Filtering & amplification

ADC + DSP processor
GPS receiver

Communication interface

COMTRADE waveform data import
Digital filtering & normalization

Non-recursive DFT phasor computation
GPS/NTP-based time synchronization

PDC-compatible CSV output & UI

The Virtual PMU processes 
waveform data through modular 
stages - from COMTRADE input 
data to synchronized, PDC-
compatible output.





Open-Source Hardware-Based Trusted Platform Module
Customer: Lenovo Mentor: Dr. Joe Adams SME: Dr. Jason Thweatt

Team: Emma Wallace, Eitan Pupkin, Ian Sizemore, Michael Doyle

Trusted Platform Modules (TPMs) are security devices used in systems that 
use CPUs and must keep information secure. This includes laptops, 
servers, cash registers, etc.
Hardware TPMs are increasingly being considered more secure than 
software TPMs due to being a physical, rather than virtual, implementation.
There are currently no open-source hardware TPMs available. 
o All hardware TPMs are proprietary black-box devices:
o Customers unable to validate TPM meets their security needs and 

standards
o Customers unable to personally make security updates as 

new cryptographic features are developed

Framework Integration:
o I/O module gives input command information to management module and 

execution engine, who use the data to manage commands and system states

Overall, the work completed in this phase of the project will support further work by a 
future team by implementing the basic structure of the TPM. This includes parsing of 
command data, outputting TPM responses, communication with submodules, and 
executing startup procedures.

Our team would like to thank our SMEs Dr. Christiana Garcia and Dr.  Jason Thweatt for 
their support in the development of this project. We would also like to thank Patrick 

Caporale, Scott Faasse, and Clifton Kerr, for advising and supporting us throughout our 
solution.

Our design focused on the framework of a TPM, future teams will develop:
Cryptographic submodules
Authentication submodule
Non-Volatile memory and RAM components, memory management
Entropy-Sourced Random Number Generation (RNG) module

The next team will also choose a specific FPGA to use for the implementation. This 
stage of the project focused on setting up the structure of a TPM that could work on any 
board.

This TPM is to be used in a Data Center Security Control Module (DC-SCM) in a server 
or datacenter. A future team will work to ensure that it can be integrated in a DC-SCM.

Future Work

Conclusions

Objective: To create a TPM framework capable of analyzing data and managing 
the communication of it throughout the submodules of the system.

Key Requirements:
Implementation must be hardware based.
Code must be open-source and fully accessible via GitHub.
Solution must follow the TPM 2.0 specification.

initialization and prevent execution of commands dangerous to TPM when in 
incorrect system state.
o Note: The operational state machine is activated by the de-assertion of the 

_TPM_Init signal (active-low reset) and all states may be left by asserting 
_TPM_Init.

Sets the control domain enable switches
o Gives the host different ranges of control in the system
o Initially set by the management module in the startup state based on the 

startup type. Can be changed by the TPM_CC_HierarchyControl command after 
startup procedures in the operational state.

TPM operational state stops the execution engine from processing invalid 
commands in the wrong state

Manages the execution of commands: pre-processing, command execution, 
post-processing/response assembly

Pre-processing: composed of seven unique states that each make a series of 7 
checks on the command data to make sure it is valid. The command fails any 
test a response is assembled along with an appropriate response code.

Command execution: Carries out the execution of commands by establishing a 
data-path through submodules, e.g key generation, hash engine, symmetric 
engine.

Example: TPM_CC_HierarchyControl Submodule Transition

Post-processing: assembles appropriate output data, currently only is used for 
generating a response code as no data is manipulated by cryptographic sub-
modules.

Execution Engine

Management Module

Objectives and Requirements

Background
Work completed:

I/O Interface
o Parses SPI Input for 

TPM, from host, and 
converted TPM 
response to SPI 
output

Management Module
o Manages TPM 

operational state 
and control 
domains.

Execution Engine
o Runs preprocessing 

of command inputs 
before sending 
commands through 
to cryptographic 
and memory 
submodules.

Fig.4 High Level Diagram of TPM Framework

I/O Interface

Acknowledgements

Fig.3 TPM Execution Pre-Processing

Fig.2 TPM Operational State Machine

Controls the communications between the TPM and the Host System.    
This includes: 

Communicating basic implementation/configuration information 
to/from the Host,
Managing interrupts to the Host, 
Reserving priority of TPM usage to secure processes (i.e., a kernel 
process will have priority over a user process),
Sending TPM command data, receiving responses from TPM.

Interfaces to Host over SPI at 24 MHz.

Fig.1 Summarized modular view of I/O Interface, showcasing data flow

Communications over SPI take the form of transactions: a read/write of 1 to 
64 bytes of data to an addressed interface register.

A set of addresses alias to the command/response FIFO buffer.
An internal state machine keeps track of command processing:

Idle, Command Reception, Command Execution, Send Response.
The state of this process is controlled and observed by the Host through 
an interface register.
Through this interface register and the FIFO buffer, TPM commands and 
responses are sent to/from the TPM.

Manages command data parsing for Management / Execution.





Stylus Testing System with Positional and Force Control

Team F25-10 · Virginia Tech, Problem Provided by Microsoft
Eduardo Briceno-Saez, Ella Chandan, Ashley Leister, Jiyoon Paik, Ahmed Yousif

Subject Matter Expert: Igor Grebnev
Customer: Igor Grebnev
Mentor: Daniel Connors

Acknowledgements

Microsoft currently uses three separate stylus
test setups: static load, tapping (no angle), and 
angled tapping.
These are hard to reproduce and manually 
intensive.
Goal: A single, closed-loop linear-stage 
platform that can run all tests with position and
force control and minimal human intervention.

Test 3. Angled Tapping

Test 1. Static Load. Test 2. Tapping.

Problem & Goal

System Requirements

Mechanical
Single integrated platform replaces three legacy setups (static load, tapping at no angle, tapping at angle) with 
quick-swap pen holder and compact layout.
Rigid linear stage for precise positioning; acrylic enclosure promotes airflow and protects components.

Electronics & Sensing
Controller: KFLOP (motion/PID) with Kanalog (ADC/DAC & I/O).
Feedback: Optical encoder for position; load cell for force.
Signal chain: Custom ~1000× amplifier Kanalog ADC for clean digitization.

Firmware / Software
Closed-loop control of position and force with programmable tests (static load, tap, angled tap).
Terminal-based user interface; UART (and KMotion) for PID tuning via user parameters; PWM drive to motor.

System Integration
Open-slot pen holder eases tool changes; sensor mounted behind actuator logging force input throughout tests.
Data path: Kanalog -aligned position & force).

Data path: Kanalog -aligned position & force).

The three testing stages to encompass
original setup:

The first test is for constant force 
application.
The second test taps at a chosen force. 
The third test applies force at different 
angles.

System Specifications:
Measures up to 2 lbs (907g) of force.
Linear stage movement speed adjustment 
via duty cycle of PWM.
Specific angle selection through stepper 
motor.
Software integrated feedback loop pausing 
linear stage when desired force reached.

System Specs and Verification

Our product is able to conduct all tests 
within the built system

The user control input is more refined 
using the UART capabilities that can be 
adjusted within the system to provide the 
needed commands.

All system is connected via hardware and 
software and integrated in code to share 
data and feedback commands.

Tests and functionality in the system can 
be adjusted based on the desired 
functionality through the code.

Results and Conclusions
Position-controlled linear motion.
Closed-loop force control with live feedback.
Run three test modes within one system: 
static load, tapping, angled tapping.
Terminal based user interface for controls and 
data monitoring.
Modular, swappable pen-holder and fixtures.
Requirements are met when the system 
o moves to commanded positions
o applies commanded forces within tolerance
o displays time-aligned position/force data.

Design & Construction Highlights

Eduardo Briceno-Saez: eduardo19@vt.edu
Ella Chandan: ellachandan@vt.edu
Ashley Leister: ashley1941@vt.edu

Jiyoon Paik: jiyoonp@vt.edu
Ahmed Yousif: ahmedyousif@vt.edu

Contact Information

The KFLOP/Kanalog boards will allow for 
more user configuration or added 
functionality to the system, through the 
Kanalog that has many I/O pins that can be 
configured for different purposes. 

The system will be used at Microsoft for 
their styli testing.

Future Work/Next Steps

Overall Architecture

Closed loops:
Position loop:

Force loop:
Kanalog

Swap-in tests: Static load / Tapping / Angled (with 
stepper-driven angle fixture).

Figure B: Acrylic enclosure designFigure A: System CAD

Figure D: Control electronics (KFLOP/Kanalog)

Figure D: Force data readings on Kmotion softwareFigure E: Terminal-style user interface test parameters

Glossary
KFLOP: Motion controller board (runs C code; generates PWM).
Kanalog: KFLOP expansion for analog/digital I/O (ADC/DAC).

PWM: Pulse-width modulation to drive stage

Figure C: System Setup





CCD Detector Readout System for Small 
Satellite Applications

Cody Bullock, Won Jae Chung, Javier Angel Torres Quinones, Yifu Yang
Customer and SME: Dr. Todd Veach          Mentor: Shelly Stover

Objective

Software

Conclusion and Future Work

Acknowledgement

System Diagrams and PCB

Testing and Verification

Our goal was to develop a lightweight and low-power
imaging detector readout system for a CCD (Charge-
Coupled Device) sensor for small orbital and suborbital 
satellites. The CCD captures a 1024×1024 image, with its 
pins controlled by an MCU. The MCU processes the image 
data with its internal 12-bit ADC and transmits the image 
via an Ethernet chip to the host computer. Our system is:

Low-Power (<5W)
Interfaceable with the satellite computer through an 
ethernet connection to accept commands and send 
image data.

Our goal was to design an image detector readout system 
using a CCD sensor for image capture in small orbital and 
suborbital satellites. 

Our solution combines a custom PCB driver circuit and an 
ethernet chip than connects to our MCU through SPI 
connections. Our custom PCB has: 

MOSFET Switching for CCD pin clocking
Low Power Voltage Regulation (<1.5W at 28V)
Environment Temperature Sensing
Image storage through Flash Memory
A Pre-Amplifier for the CCD output with Adjustable 
Gain
SPI Ethernet Interface

Our embedded software controls:
Memory Management
Analog-to-Digital Conversion of CCD Output
CCD Pin Clocking Scheme
Pre-Amplifier Gain through I2C Communication
Ethernet Communication

future is how our board 
works with an actual CCD sensor. We test 
with one this semester, but our design should be fully 
functional assuming we did have a sensor. Other work 
would be:

Thermal Vacuum Chamber Testing
Space-Grade PCB Design
On-Board Ethernet Implementation
More Efficient Power Design

Shelly Stover for 
always keeping us on track and giving very 
constructive feedback, and our customer and SME 
Dr. Todd Veach for giving clear and actionable 

Shane and Alek for soldering training and PCB 
design tips.

High-Level System Diagram

Hardware Subsystem Diagram

Custom PCB Driver Circuit

Our GUI was written in Python, and our embedded software
was written in C. The GUI interacts with our embedded system 
through an ethernet connection. It features:

Active Environment Temperature Sensing
Image Previewing
System Log for Monitoring
Buttons For:

Board
Board 

and Previewing
MOSFET Switching Testing (Input GPIO, Output Clocked Pin)Voltage Regulation Verification

Our custom driver circuit PCB has:
Voltage Regulation (25V, 22V, 10V, 5V, 3.3V)
Environment Temperature Sensing
SPI Connections for Ethernet
MOSFET Switching controlled by the MCU
A Pre-Amplifier for the CCD output with 
Adjustable Gain
Flash Memory for Image Storage

PCB and Ethernet Connection Setup





Autonomous UAV Landing
Sponsor: NAWCAD        Mentor: Dr. Daniel Connors
Team Members: Kunal Kapoor, Alexander Anderson, Isaac Tucker, Michael Malast

The Naval Air Warfare Center Aircraft Division (NAWCAD) wants 
to develop an autonomous landing aid because:

Navy UAV pilots often need to land in adverse conditions
Rain, fog, or other weather conditions can impact visibility
The landing target may be a moving object, like a ship

Such a system could:
Improve landing safety
Prevent damage or injury to Navy property and personnel
Prevent delays during critical operations

The F25-17 team would like to thank:

NAWCAD For sponsoring the project

Andrian Jordan & Israel Jordan for proposing the project

Dr. Ryan Williams for lending equipment and assistance as project 
Subject Matter Expert

Dr. Daniel Connors for project guidance

Future work may include:
A SLAM map for accurate object detection
Pathfinding optimization for object avoidance

Our supervised Autonomous UAV Landing System successfully 
integrates commercial off-the-shelf components (LiDAR, Camera, 
Raspberry Pi 5) into a flight-capable platform. This project has addressed 
NAWCAD's need to develop an autonomous landing assistant to aid UAV 
pilots.

The system provides a proof-of-concept for:

Accurate Navigation by leveraging the Velodyne VLP-16 LiDAR to   
navigate and identify a marked landing zone.

Reduced Risk by improving landing safety and efficiency, potentially 
preventing incidents during time-critical operations and reducing the 
chance of damage or injury to Navy property and personnel.

Platform: Our system is implemented on a commercial drone (DJI Matrice 600 Pro), utilizing the existing GPS 

On-Board Processing: A Raspberry Pi5 microcontroller handles sensor data from the LiDAR and Camera, 
performing calculations, and issuing commands to the drone via a UART connection.

Landing Zone Acquisition: Our landing zone is a 25x25ft square marked at its corners by yellow retroreflective 
tape, allowing the system to calculate the center of the four markers to find the desired landing point.

Sensor Integration: 

LiDAR: The primary sensor that maps the environment into a 3D point cloud allowing the system to identify 
the landing zone.

Camera: Provides a live video feed to the operator for supervised landing on the remote controller. The 
microcontroller also logs recordings and saves it for easy access.

Power Solution: To supply on-board power, we draw from the drone itself (approx. ~18V DC). This is sufficient 
for our LiDAR, but we need to down-convert to 5V for our other components: Microcontroller & Network Switch.

Control Loop: When the operator switches to "Flight" mode on the remote controller, the autonomous landing 
sequence initiates with operator supervision.
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Cool colors represent low return, warm colors 
represent high return
Our landing zone markers appear as a red dots 
as seen above
Retroreflective tape's microscopic prisms 
concentrate and return LiDAR lasers directly to 
the source, producing a strong signal.

A bird's-eye view of the landing zone.
Corners of the landing zone are marked by large 

This method is easier to detect than a thin line of 
tape marking the entire perimeter at larger distances
The distance between the farthest edges of each 
marker is 25ft
The larger square provides directionality for 
pathfinding efficiency
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Home Audio System Project
Team: Edward Cornette & Arjab Sinha

Instructor: Shuxiang Yu

The goal of this project was to create a 
complete home audio system with the three 
following subsystems: 

and treble frequency ranges independently 
Class-D Amplifier to amplify signals to 

audible levels with high efficiency and low 
distortion

Spectrogram to show the current levels of 
bass, mid, and treble in the filtered audio 
signal 

We were tasked with designing a home audio 
system to meet the following minimum 
requirements:

The equalizer has three frequency bands 
spanning 100 Hz to 8 kHz, and can achieve 
negative, positive, and 0 dB on each band. 
Equal potentiometer settings within 30% -
70% range result in <2 dB ripple over the 
equalizers frequency range.
The class-D amplifier uses a carrier 
frequency of 80 kHz or greater
The switching stage of the class-D amplifier 
must add deadtime to prevent shoot through 
current
The output to the headphones must have 
less than 50 mV ripple and minimal total 
harmonic distortion.
The spectrogram must update smoothly and 
display the level of each frequency ranges 
amplitude.

We designed the three major subsystems as follows:
Graphic Equalizer:
- Three 2nd-order Butterworth bandpass filters 

bass: 82 300 Hz 
mid: 300 Hz 3 kHz
treble: 3 8 kHz.

- Potentiometers control gain per band.
- Addition of series resistors prevent 
saturation at extreme settings.

Class-D Amplifier:
- Arduino generates 80 kHz carrier square wave,
converted to triangle wave via integrator.
- Two comparators convert audio to PWM. DC 
offset difference results in deadtime.
- Half-
(8 kHz cutoff) achieves -41 dB attenuation
at carrier frequency.

Spectrogram Display:
- Envelope detectors convert AC band signals to 
DC levels (100x gain, 100 ms time constant).
- Arduino samples three inputs and displays 
real-time bars for bass, mid, and treble strength.
- Welcome screen shows for 3 seconds on startup.

Increase carrier frequency to 200 500 kHz for 
improved output filtering.
Add more frequency bands for finer equalizer 
control.
Implement PCB design to reduce noise and 
improve reliability.
Optimize deadtime to reduce total harmonic 
distortion while preventing shoot-through.

Objective System Design

Requirements

Results

Future Steps

1 kHz audio signal before (blue) and after (orange) 
being passed through complete audio system

~0.3 dB ripple using equal potentiometer settings at 
target gain.

PWM output for 1 kHz signal. 12.5 us period (80 kHz) 
with ~340 ns added deadtime  

Overall Design and Completed Circuit:









Wireless Sensor Node

Aaditya Sharma, Bryce Pollak | IDP Spring 2025 Best in Course | Dr. Baumann

Challenge
Early-stage wildfire detection in remote regions is
hindered by the lack of reliable, low-maintenance
monitoring systems. To address this, we designed
a wireless sensor node (WSN) capable of
measuring temperature and transmitting data via
Bluetooth, powered by a solar-charged 9 V battery
with an integrated DC/DC boost converter and
low-power operation mode to maintain at least
five days of continuous functionality on a full
charge.

Design Requirements
Operate continuously for at least five days on a
fully charged 9 V rechargeable battery.
Maintain greater than 80% efficiency in the
DC/DC boost converter while charging the
battery from a 4 5 V solar input.
Measure and transmit temperature data via
Bluetooth to a remote receiver or computer
interface.
Implement power-saving modes when solar
input is unavailable, minimizing current
consumption below 1.25mA average.
Utilize a standalone ATmega328P
microcontroller for control, PWM regulation,
and data processing.
Stabilize output voltage of the boost converter
using closed-loop feedback control.
Accurately sense temperature using a
calibrated thermistor circuit.
Provide autonomous functionality with no wired
connections other than the solar power input.

Innovations
Beyond the core project requirements, several
enhancements were implemented to expand
system capability and usability

Smoke Detection: Added a photoresistor-based
smoke sensing module for early fire
identification.
Graphical User Interface (GUI): Custom Python
interface for real-time data visualization and
control.
Automated Email Alerts: Integrated alert
system to notify users when temperature or
smoke thresholds are exceeded.
3D-Printed Enclosure: Designed a custom
housing for environmental protection and
portability.








